emands from the commerce, finance, security, and logistics sectors drive the persistent growth of computing. As current research focuses on providing new computing capabilities using disruptive approaches, quantum computing represents a promising strategy that offers new capabilities in secure computation, trusted data storage, and efficient applications. This article discusses the growing awareness that quantum computing can impact a broad variety of consumer concerns and applications.
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emands from the commerce, finance, security, and logistics sectors drive the persistent growth of computing. As current research focuses on providing new computing capabilities using disruptive approaches, quantum computing represents a promising strategy that offers new capabilities in secure computation, trusted data storage, and efficient applications. This article discusses the growing awareness that quantum computing can A promising approach for secure computation, trusted data storage, and efficient applications. Quantum computing was first mentioned by Nobel Laureate Richard Feynman as a convenient approach to solving problems in quantum mechanics in the early 1980s. The revolutionary principles of quantum mechanics have provided breakthroughs in our understanding of physics at very small scales for nearly a century, but these theories quickly grow in complexity and can become unwieldy. Feynman's insight was that the scientific models for atoms, molecules, and photons could be more efficiently represented by using other quantum mechanical systems to perform these calculations [3] . Several years later, David Deutsch codified the idea of a universal quantum computer as an abstract machine that uses operations on quantum physical systems to perform calculations [4] . The quantum Turing machine makes it clear that conventional computing is a proper subset of quantum computing, and that the latter has much more to offer. However, this distinction was only widely appreciated in the 1990s when Peter Shor demonstrated that a theoretical quantum computer could efficiently solve the problem of factoring large integer numbers. This discovery immediately caught the attention of the cryptographic community, which had built a widespread infrastructure for secure communication based on the intractable nature of integer factorization. Shor's quantum algorithm for factoring demonstrated an exponential speed-up in time-to-solution by using a quantum computer [5] . This breakthrough not only moved the concept of cracking encryption systems into the realm of theoretical possibility, but it also invigorated research into the development of hardware for quantum computing and spurred the idea of solving many other challenging problems.
For more than 25 years, there has been a worldwide effort to realize the promises of quantum computing. Multiple advances have pushed the ideas of quantum-computing technology forward. Heroic experiments using individual atoms, molecules, and photons have steadily demonstrated progress in the ability to control quantum physical systems. The recent Nobel prizes for the control of quantum systems underscore the achievements made during this time. These developments continue today with experiments focused on a broad variety of physical system types. Two of the most promising technologies have emerged to deliver the first quantum processors to market. Quantum processing units (QPUs) based on superconducting and trapped-ion technologies have shown promise meeting many of the criteria necessary for rudimentary computation [6] - [11] . These technologies still lag in achieving the physical error rates needed to sustain arbitrary computation, but specialized computations appear to be within reach, and recently achieved milestones build expectations for eventually meeting the long-term goals of scalable quantum computers.
Assuming the arrival of these future quantum processors, what benefits can we expect to see in our everyday lives? There have been several breakthrough concepts in consumer uses for quantum computers that are likely to impact a broad range of consumer-centric applications. This article will review several of these concepts to motivate future consumer applications of quantum computing.
BaCkgRound on QuanTum CompuTing
The fundamental principles of quantum computing stem from the theory of quantum mechanics. Quantum mechanics was developed in the early 20th century to explain the behavior of a wide variety of physical systems, including isolated atoms, electrons, and photons as well as novel condensed matter and macromolecular systems. The clear differences between explanations provided by conventional, or classical, physics are highlighted by several unique quantum principles. Chief among these founding principles are the concepts of superposition and entanglement, as well as the intrinsic randomness that appears in quantum mechanical measurements, i.e., the uncertainty principle. It is the application of these ideas to the theory of information that led to the development of quantum information theory, in which quantum computing originates alongside quantum communication and quantum sensing, among many others.
Conventional computing is formulated using a binary representation of data and instructions, in which a register element r stores a bit b that may take on a value of either b 0 or b 1 . Quantum computing also requires a physical register r, but the register may now take the value of a quantum bit, or qubit, q. Formally, the qubit is defined as a normalized superposition over the exclusive outcomes b0 and .
b1 As shown in ©iStockphoto.com/henrik 5000 The superposition principle extends to more than a single quantum register element. Quantum mechanics permits multiple register elements to collectively store superpositions over multiple binary values. This phenomenon, known as entanglement, is a form of information that cannot be reproduced by conventional bits. While the register elements remain independently addressable, the information they store can no longer be expressed piecewise. For example, two entangled registers may either both be in the b0 state and in the b1 state but exclude any possibility of anticorrelated values.
The principles of superposition and entanglement lead to an important conceptual difference about how to interpret the value of a register. Although a qubit maps to a point on the unit sphere, observing the qubit through measurement results in a projection to either the b0 or b1 values. This transition from a qubit to a bit is the infamous "collapse" of the quantum state induced by measurement. The implication is that the value , q itself, is not observable. Instead, we must interpret a qubit superposition state q in terms of the probability to observe either b0 to .
b1 The probabilities p0 and p1 provide the likelihood that the outcome b0 and , b1 respectively, will be observed.
Testing these intriguing principles of quantum information depends on the ability to manipulate individual atoms, molecules, electrons, and photons [12] , [13] . Building quantum computers faces challenges because an ideal qubit is not easily realized in nature. Physical systems naturally couple, and a great deal of engineering is needed to isolate these systems yet still control them with sufficient precision to perform computations. Many different candidate systems are being explored including low-power superconducting circuits, electromagnetically trapped ions, single-atom dopants in silicon lattices, neutral atoms in optical lattices, and vacancy defects in diamond and silicon carbide as well as many, many others.
A key feature in all of these technologies is the use of sophisticated techniques to remove, reduce, and control errors. Alongside state-of-the-art efforts in nanofabrications and device physics, a common approach to reduce errors is based on thermodynamics control. This mainly consists of refrigeration and ultrahigh vacuum to isolate the device as much as possible. Shielding from stray radiation, such as magnetic fields, is also important. In addition to these coarse-grained efforts, device designers also use sophisticated sequences of control pulses to negate errors. This requires a detailed understanding of device physics, but it is absolutely necessary to overcome current intrinsic error rates. The methods make use of quantum-errorcorrection schemes that mitigate against decoherence as well as fault-tolerant protocols to extend operational sequences.
Even with the future appearance of fault-tolerant QPUs, there is still the outstanding need to program them for practical purposes. This requires a tightly integrated system design that couples conventional computing methods to support a high-level control of quantum registers [14] , [15] . A long history of developing quantum algorithms has provided a number of possible applications to explore. Beyond factoring, there are novel algorithms for solving linear systems of equations, simulating quantum dynamics, searching unsorted databases, and teaching machines to classify and detect patterns.
finding a needle in a haysTaCk
Everyday tasks for search and discovery include looking up phone numbers or e-mails in a contact list, sifting through available online prices, or finding the best restaurant in a new city. A fundamentally difficult task is unstructured search, in which a sought item must be located within a database of randomly stored elements. On average, this approach requires / N 2 queries for a database of size N. The costs of linear search scales exponentially with the size of the data pool, i.e., a database of n-bit entries will have size .
In practice, a bruteforce search is used by lookup tables in network routers for Internet Protocol and local-area-network addresses and in bitcoin mining for inverting a network hash function to demonstrate proof-of-work results. For more than 25 years, there has been a worldwide effort to realize the promises of quantum computing.
A quantum solution for an unstructured search problem was originally considered by Grover, who showed that quantum computing provides a quadratic speed-up in the number of queries needed to search the database [18] . Using the principle of quantum superposition, Grover showed that a database with N items could be searched using N queries [18] . This square-root speed-up can have a substantial impact on the time it takes to find something. For example, we may adapt quantum search to logistics and planning. While most people manage a daily schedule that does not yet require the power of a quantum computing, there are more nuanced applications in the use of online mapping and travel services that can benefit from the ability to efficiently and accurately compute optimal routes. As illustrated in Figure 2 
Grover's method for quantum searching skips the important details about how the query is implemented and leaves open the question of whether performing a query itself is efficient. If constructing the database required knowledge that the sought item is available, then retrieval seems unnecessary. But a more practical case is when the database is generated as part of another quantum computation, for which a search may be used to select a result with desired properties. For example, the primary calculation may prepare a set of financial investment scenarios that maximize profits and employ a quantum search to select the optimal portfolio from that set. This opens the possibility of using a quantum search in tandem with other quantum computations, which may prove useful for data mining operations, e.g., in drug discovery or engineering design applications.
The ghosTs in The QuanTum maChines
Artificial intelligence (AI) is a powerful and evolving method of computation that supports a diversity of applications. This includes applications managing resources under complex circumstances, such as driving a car or operating machinery, selecting stocks to maximize portfolios outcomes, or providing advice on where to eat or what to buy. Typical AI applications work to solve problems by constructing an inference model that informs a decision system. The inference model may be rule based, in which preconfigured responses are built into the design, but these approaches are often limited to the imagination of their creator. An alternative is to learn by processing the patterns and associations defined by a large corpus of data. The tasks of generating data-driven inference models is often termed training or learning because the AI application must develop a unique and often compressed representation of the associations presented by the data. For example, an AI inference model may determine the movies that a user is most likely to favor based on the ranking of past preferences. The resulting AI application then enables users to forecast and project outcomes for future scenarios on the basis of what has been learned from these past experiences.
Reducing errors in the inference model appears to be akin to a search problem, though not necessarily unstructured. Rather, the design of the model provides some guidance toward the necessary solution (Figure 3 ). There are efficient conventional methods for learning, such as conjugate gradient methods, that take advantage of conventional hardware accelerators to quickly search through a tailored machine design. But quantum computing can support machine-learning tasks by using a quantum search during the machine design phase for an AI application to boost the overall robustness of the interference model.
Even for a fixed-machine design, training the inference model can be accomplished using quantum computing. A popular design based on the restricted Boltzmann machine has provided an early example of this capability. The Boltzmann machine is a design composed from a set of visible and hidden artificial neurons with weighted edges between them. The neurons are attributed with an energy function that depends on the The fundamental principles of quantum computing stem from the theory of quantum mechanics.
interaction of each neuron with its connected neighbors. Training the Boltzmann machine requires setting the edge weights such that the lowest energy configuration of the visible and hidden neurons encodes the desired associations, while all other configurations are strictly higher in energy. The Boltzmann machine is well understood within the context of quantum mechanics, where it represents the thermal distribution for an interacting spin system. This representation underlies recent work in the development of quantum annealing for solving optimization problem that find the value for the register elements that minimize the energy. Many other tasks within the machine-learning space may be mapped into the quantum optimization. For example, a typical problem within machine learning is pattern recognition, in which known patterns are recalled when an input triggers recognition. An obvious place for using these applications of quantum computing is in data centers that support applications such as social networking, geographic information services, and general search functions.
foR pRivaTe eyes only
Recent leaks of personal identifiable information from large consumer databases, including financial information, social security numbers, and other private details, have heightened the interest in secure methods of processing sensitive information. The growing demand for online applications in the financial and health sectors highlight concerns about privacy and information sharing. Quantum computing has enormous potential to address these privacy concerns through quantum cryptographic applications, such a quantum key distribution (QKD), quantum seals, and superdense coding, which can protect information while being transmitted. But once the information has arrived on the client or server side of these applications, the security of the information depends on the processing paradigm. Advances in quantum computing offer methods for obscuring stored information as well as the computation that is being carried out during a transaction. The blind quantum-computing paradigm uses the principles of quantum mechanics to protect not only the input data but also the program delegated to the quantum processor [17] . As illustrated in Figure 4 , the client requesting the computation interacts with the server by sharing inputs and outputs. The simplest scheme is when the client prepares a quantum register in a well-known input state and hides this information by applying random gates to the prepared value. The obfuscated register is sent to the server along with a request to perform a computation. The server is unaware of the specific input state and cannot directly observe it due to the consequences of measurement collapse. The request for computation is similarly ambiguous since the server does not know the purpose or relationship to the register elements. Such an interaction between client and server can be repeated in rounds, in which the encrypted register value is renewed with each request. This transition from a qubit to a bit is the infamous "collapse" of the quantum state induced by measurement.
An important feature for any secure computing protocol is the ability to verify that the expected interactions have been carried out faithfully. Blind quantum computing similarly provides verification methods that may be used when data is either obfuscated or not [18] . This is addressed by checking how the server implements the program. The simplest approach is for the client to inject a program that has a known result but for which the client would be unable to differentiate from a typical request. This trap would then provide a diagnostic audit of whether the server was being faithful. Additional methods include asserting these check codes alongside active calculations or performing intermediate checks on the output states generated by the server. These verification protocols will have applications to transmitting and processing health data such as medical records as well financial data such as investments and tax records, where certification that the transaction completed as expected may become a legal requirement.
Rolling The QuanTum diCe
Central to many forms of gambling, including the lottery and card games, is the probabilistic nature of chance. Formally, this is equivalent to a source of randomness in the game design, which may manifest as sampling a sequence of numbers from an interval or as a permutation in the order of a card set. Gaming regulation and assurance organizations must certify that the available sources of randomness in these games are fair and unbiased. This is especially important for online gaming systems that make use of software-based random number generators to drive decisions. Conventional forms of generating random numbers are in fact only pseudorandom, as they are capable of providing randomness only up to a certain point. However, quantum random number generators (QRNGs) provide an unlimited source of randomness by drawing on the uncertainty principles inherent to quantum computing. The primary distinction is that a QRNG derives its source of randomness directly from nature through the measurement process. As illustrated in Figure 5 , a QRNG may prove useful in selecting truly random outcomes when drawing numbers for the lottery jackpot. In addition, realtime testing of a QRNG can verify that true randomness is being observed, a highly desirable feature for validating game fairness.
The unique features offered by quantum computing are also likely to impact our understanding of games. The most immediate connection comes from game theory. In conventional game theory, each player selects a strategy to maximize their individual payoff. Although each player acts selfishly, it is the consequence of the collective choices that determine the actual payoffs. A prominent example is the prisoner's dilemma, in which each of two players face a choice regarding a series of criminal charges against them. Whereas the Pareto optimal strategy calls for the players to cooperate, the Nash equilibrium implies that both players must defect. This apparent contradiction between the best overall payoff and the best strategic choice arises from the limitations of the game, which forbid communication between the players.
Quantum game theory is an extension of conventional game theory to the case that the players may select strategies that involve quantum-information resources. This may include sharing entangled register states or performing quantum operations. Providing these resources with the game context has already been shown to provide new results for the prisoner's dilemma. In particular, players can achieve the figuRe 5. The probabilistic principles of quantum computing provide certifiable sources of randomness. These QRNGs benefit both consumers and operators, who can verify when randomness is genuine.
A long history of developing quantum algorithms has provided a number of possible applications to explore.
Pareto optimal solution provided they are permitted to share an entangled state between them [19] . The extension to providing games that offer players online quantum resources could open up a new type of gaming, strategies, and expand user payoffs.
WhaT's nexT?
Quantum computing offers new capabilities across many different sectors, including logistics, finance, health services, and entertainment. Capabilities for genuinely private computation and record storage, truly random number generation, and smarter AI are sure to enable far more innovative applications than those described here. The outstanding demand for these services warrants consideration of the value that quantum computing brings to consumer applications. In the near term, cloud-based access to quantum-enabled data centers and servers is the most likely means by which any application will interact with a quantum computer, and few consumers will have or need direct access to QPUs. However, a new cadre of quantum-device engineers and application developers will be necessary to support this novel hardware and software.
Quantum computing is pushing the limits of materials synthesis, nano-scale fabrication, electrical engineering, and computer science, and the technical barriers to consumer applications should not be underestimated. Recent proof-of-principle QPUs are remarkable efforts, and progress appears to be picking up speed. IBM and Google have already outlined plans for 50-qubit QPUs in the very near term, while the special-purpose QPUs from D-Wave are making gains in performance with near-constant energy costs. The persistent demand for new computational power will continue even as these early prototype quantum computers mature into production environments and our mastery of quantum information grows.
aCknoWledgmenTs
This article has been authored by UT-Battelle, LLC, under contract number DE-AC0500OR22725 with the U.S. Department of Energy. The publisher, by accepting the article for publication, acknowledges that the United States Government retains a nonexclusive, paid-up, irrevocable, worldwide license to publish or reproduce the published form of this article, or allow others to do so, for the United States Government purposes. The Department of Energy will provide public access to these results of federally sponsored research in accordance with the Department of Energy Public Access Plan.
aBouT The auThoR Travis Humble (humblets@ornl.gov) is a distinguished scientist at Oak Ridge National Laboratory, Tennessee, and director of the Quantum Computing Institute.
